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ABSTRACT 

This study examined the correlation between cyber hygiene strategies and information management success of 

deposit money banks in Rivers State. The study adopted firewall implementation and multifactor verification as 

dimensions cyber hygiene strategies; while confidentiality and reliability served as the measures of information 

management success. A Quasi-experimental research design was adopted with a cross-sectional survey 

approach. The population of the study comprised management staff of 21 deposit money banks operational in 

Rivers State. Owing to the small population, a census was adopted. Two management staff were studied (branch 

manager and IT head) from each of the 21 deposit money banks. A total of 42 copies of questionnaire were 

administered. However, only 38 copies were retrieved and used for the analysis. Data was analyzed using 

Pearson Product Moment Statistics. The study found that there is a significant positive relationship between 

hygiene strategy and information management success. Thus, the study concluded that cyber hygiene strategy is 

an invaluable tool to drive information management success of deposit money banks in Rivers State. The study 

recommends that management of deposit money banks should encourage firewall implementation and 

multifactor verification if they seek to improve their information confidentiality and reliability.   

Keywords: Cyber hygiene strategies, information management success, multifactor verification, firewall 

implementation, confidentiality, reliability 

INTRODUCTION 

Cybercrime has become a thorn posing great challenge in the banking sector in Nigeria and the world 

large. Considering the deployment of technology in their operations, banks are often faced with online 

threats and unauthorized access to stakeholders information ranging from transactions, personal 

details and financial positions amongst others. Deposit money banks have been targets of 

cybercriminals for some time now. Thus, firms must create cyber-hygiene strategies that could 

prevent security breaches and stealing of organizations’ information assets and customers’ personal 

information (Parker, 2017; Bakzacq & Cavelty, 2016). 

Cyber hygiene is a relatively new concept in the information domain which describe practices adopted 

by individuals and organization to “maintain system health and improve cyber security” with a view 

to successfully managing information (Tandon, 2019). It involves maintaining proper norms and 

guidelines in the cyberspace in other to protect data from attackers (Sing et al., 2020). Cyber hygiene 

can also be seen as efforts made by organizations to protect, maintain and secure devices, networks 

and data from intruders. 

Cyber hygiene is critical to securing information of stakeholders, as human hygiene is critical to our 

wellbeing. However, the focus of this study is not just on cyber-hygiene strategies, but how it relates 

to information management success. Therefore, this study view cyber hygiene strategies as those tools 

and techniques organizations adopt (firewall installation, multi factor ventilation, encryption and 
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data – backups) to ensure the protection and security of data with the aim of successfully managing 

information. 

It is true that the infiltrations of the internet into our lives and businesses have indeed revolutionized 

the way we do and approach things. Today, people can stay comfortably at their homes and pay bills, 

do transactions amounting to huge sums. However, because organizations do not pay critical attention 

to certain security habits and attitudes, the possibility of these information ending up in the hands of 

third parties becomes very high; and to avoid this, cyber hygiene becomes critical. 

Information management success has gone beyond just identifying, organizing and sharing 

information, and has included a security aspect. Information cannot be successfully managed if it is 

not secured. Thus, it will be catastrophic if organizations continue to pay limited attention to the 

security aspect of managing information. According to Hollander (2019) “the success of organizations 

depends on the information available to them. This suggests that information is critical to the success 

of every organization and for organizations to succeed; they must learn to effectively manage their 

information and that of their stakeholders.  

Therefore, it is pertinent to embrace cyber hygiene as the kingpin of information management 

success. It is on this note that this study opts to examine the correlation between cyber hygiene 

strategies and information management success in deposit money banks in Rivers State. The study 

adopted firewall implementation and multifactor verification as dimensions of cyber hygiene. 

Information management success is represented by confidentiality and reliability. 

Consequently, the study formulated the following null hypotheses: 

Ho1: Firewall implementation has no significant correlation with information confidentiality. 

Ho2: Firewall implementation has no significant correlation with information reliability. 

Ho3: Multifactor verification has no significant correlation with information confidentiality. 

Ho4: Multifactor verification has no significant correlation with information reliability.  

 

 

 

 

Fig 1: Conceptual framework of relationship between cyber hygiene strategies and information 

management success 

Source: Researchers Conceptualization from review of literature (2024). 

CYBER HYGIENE STRATEGIES 

There are several attempts to define cyber hygiene. According to Kickpatrick (2015) cyber hygiene is 

implementing and enforcing data security and privacy policies, procedures, and controls to help 

minimize potential damages and reduce the chances of data security breach. Considering the 

challenges posed by cyber hackers, it is imperative to create good hygiene practices that would be 

carried out routinely to avert or combat threats from hackers. It should be noted that an organization 

without commendable cyber hygiene practices would end up inviting hackers or malicious insiders to 

feast on their valued assets: information (Kerfoort, 2012). 

Human hygiene is critical to health and wellbeing. Imagine the impact of not brushing our teeth, 

cutting our nails, or even bathing for days on our health. The same thing is applicable to cyber 

hygiene, when organizations fail to create good policies that support the documentation of devices, 

software, and hardware and ensure regular updates. When they fail to orientate staff on need to 
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maintain cyber hygiene and also educate customers on the possible threats of not routinely updating 

and securing their systems. 

Seidenberger (2016), Long (2013), Aloul (2012) and Pike (2011) agree that end users are frequently 

the weakest link in cyber security. To crown their views, Talib et al. (2019) state that this is especially 

true within personal computing environments, in which they are the target of 95% of the attacks. This 

is probably because home and personal computing devices are not protected by information security 

staff, which keep hardware and software up to date (Anderson & Agarwal, 2010). 

Thus, there is need for organizations and their employees to practice cyber hygiene practices. Studies 

(Almeida et al., 2017; Konieczny, 2015) suggest that cyber hygiene promote safe behaviors and 

protect against threats. According to O’Connell (2012), good cyber hygiene is “an essential step in 

maintaining a good cyber defense by applying best practices and educating everyone legitimately 

using the Internet on good network hygiene. 

The number of cyber hygiene practices or strategies a firm can adopt is limited only by the creativity 

of its leaders. There are as many cyber hygiene strategies as situations and available resources may 

dictate. In this study however, we adopt firewall implementation and multifactor verification as 

dimensions of cyber hygiene strategies. 

Firewall implementation 

Firewall is a piece of software or hardware that allows only authorized access and blocks 

unauthorized access to network elements or applications. According to Mahmoud (2004) firewalls are 

computer security systems that protect your office and home networks from intruders, hackers and 

malicious codes. Security is a critical part of every aspect of our lives whether online or offline, but 

the focus here is online. And one of the many ways to keep an organization’s internal and external 

networks secured is the implementation of firewalls. 

Firewalls are generally configured to secure against unauthenticated intuitive logins from third parties 

(Kaplesh & Goel, 2019). Usually firewall allows only specified traffic which can be inspected based 

on IP address, port status, target application, direction of flow of traffic or URL (Kantarcioglu et al., 

2004). Extracting from these definitions, this study defined firewalls as computer security that is a 

software or a hardware designed for the purpose of blocking unauthenticated access to a computer 

network. 

Firewalls are key components in the case of internet security, and it has been extensively deployed in 

most enterprises. According to Tharaka et al. (2016), organizations encourage the implementation of 

“firewalls that are complex as it may block traffic from outside to within, yet allow users within to 

communicate a little more freely with the outside”. This is to say, when firewall is utilized, security 

networks and businesses become secured (Kaplesh & Goel, 2019). The implementation of firewall 

stops other users who may try to connect without permission (Sheth & Thakker, 2011); hence, provide 

security for data and devices (Nabi et al., 2022). 

Multifactor Verification 

Despite the growing number of innovative ways to authenticate users, password-based authentication 

is still one of the most popular methods (Shen et al., 2016). Passwords can easily be memorized and 

users are able to use them in their daily lives at no cost (Shen et al., 2016). However, passwords can 

be forgotten (Nicholson et al., 2013). Hence, different methods of authentication have been introduced 

in the form of biological and graphical passwords. This study defined multifactor verification as a 

means of securing personal information with the use of a multiple stage authentication methods with a 

view to restrict unauthorized access to data.  

Dayaanaym et al. (2009) state that most solutions for today’s electronic authentication are the use of 

username and password. This is to show how imperative a password is to the concept 

“authentication”. However, as good as having a password is, it also pose a big problem when it is 
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taken for granted as it happens to be one of the vulnerability internet attackers look out for before 

hijacking a system. So, creating a strong password is sacrosanct to cyber hygiene. It is in fact, the first 

step to protect organizational and customers’ online activities.  

Today, there are traditional and new threats that make single authentication less reliable. Studies show 

that multifactor verification provides one of the crucial features of network security. However, it is 

appalling that some organizations and customers make use of mere conventional passwords such as; 

123456, abcdef and some others use their first or last name as their passwords which is often 

predictive in nature and as such make them vulnerable to potential hackers.  

Florence and Herley (2007) found out that nearly half a million internet users use only lower case 

password. Cone et al. (2006) posit that internet users put security at risk when they select weak 

passwords or leave their computers logged in. Also, it has been shown that using one password for up 

to four different sites is dangerous. Thus, organizations and customers must change their password 

and also avoid the possibility of having to share their passwords with others. 

Passwords should be complex but memorable. Dasgupta et al. (2016) states that multifactor 

authentication enhance security of different application and websites. There is no one best way to 

creating a password, but one could try to make the password strong by enabling multifactor 

verification. Cambel and Bryant (2004) found that personal computers can give approximately 80% of 

common passwords in a week. 

INFORMATION MANAGEMENT SUCCESS 

Information management is the accumulation and direction of information from one or many 

reference and the arrangement of that information to those who need it (Robertson, 2005). 

Information management is conceived to include an endless phase of narrowly connected actions such 

as identification of informational requirements, procurement and design of information, examination 

and analysis of information, business and storage of information, information entree and spreading 

also information procedure (Henczel, 2000; Robertson, 2005; Ravi, 2011). 

Maceviciute and Wilson (2002) states that information management entails evolving and applying 

information procedure and approach, data formation and supervision, processing, storage and 

information transfer; and information practice. These views of information management are silent on 

the security aspect of managing information. We therefore argue that they are deficient, as one cannot 

really manage information successfully without considering information security. 

Therefore, this study conceive information management success as the identification, organization, 

analyzing, protection, storing and dissemination of this information for effective decision making in 

an organization. Information management success is an obligation on the shoulders of management 

and for one to say information is managed successfully; such information should be reliable and 

confidential. Reddy et al. (2009) posits that such information should be able to influence transactions 

and other decisions. 

Confidentiality 

Confidentiality of information deals with the protection of data from malicious insiders and 

unauthorized outsiders. The survival of firms depend on their information assets. Hence, firms protect 

sensitive information from getting into wrong hands. Therefore, the need to invest in cyber hygiene to 

maintain information confidentiality cannot be overemphasized. According to O’Brien and Yasnoff 

(1999), confidentiality is defined as the assurance that information about identifiable persons, the rise 

of which would constitute an invasion of privacy for any person, is not disclosed without consent, 

except as allowed by law. The breach of stakeholder’s confidential data may have the potential to 

harm them (Blightman et al., 2014). 
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In this study confidentiality is defined as non-disclosure and trustworthiness of information related to 

an organization or individual. Confidential information includes any information which is not 

publicly known. This cuts across information related to business, finance, transaction or other affairs 

of a company or a person. Confidentiality is a set of rules that limits access or places restrictions on 

the use of certain types of information. It is usually executed through confidentiality agreements and 

policies. According to Starchin et al. (2019) and de Sousa Costa and de Castro Ruivo (2020), 

confidentiality is the restriction of access to personal information from an authorized persons and 

processes at authorized times and in authorized manner. When information is successfully managed, 

confidentiality is assured. 

Reliability 

Reliability of information means that a piece information is consistent with known facts, and does not 

possess contradicting details, either in itself or with related information. Information reliability is one 

of the parameters of information management success. This is because when information is managed 

successfully, reliability is most likely to be assured. In today’s business world information availability 

is no longer the problem but reliability of such information remain a major concern considering the 

continue attacks by intruders in our cyber space where this information is housed. 

According to Kazimi (2021), reliability of information in the global space is one of the most important 

problems faced. Furthermore, this raises issues such as, the accuracy of the information obtained, the 

accuracy of the source of the information and the harmfulness of the information.  The problem of 

determining the reliability of information on the Internet has become increasingly important as more 

and more people get their information from the Internet. Therein, we define information reliability as 

consistency, justification and accuracy of information such that an organization can bank on it.  

METHODOLOGY 

This study adopted a quasi-experimental research design with a cross-sectional survey approach. The 

population of the study comprised management staff of 21 deposit money banks operating in Rivers 

State. Considering the limited number of the population, a census was adopted. Two management 

staff were studied (branch manager and IT head) from each of the 21 deposit money banks, making 

the sample size equal to 42 management staff. Data was collected via self-constructed questionnaire 

and data collected were analyzed with Pearson Product Moment Correlation Statistics. 42 copies of 

questionnaire were administered. However, only 38 copies were retrieved and used for analysis. 

Below is the Pearson’s product moment correlation co-efficient formula. 

Table 1:  Correlation between Multifactor Verification and Confidentiality 

 

Multifactor 

Verification Confidentiality 

Multifactor  

Verification 

Pearson Correlation 1 .922** 

Sig. (2-tailed)  .000 

N 38 38 

Confidentiality  Pearson Correlation .922** 1 

Sig. (2-tailed) .000  

N 38 38 

**. Correlation is significant at the 0.05 level (2-tailed). 

Source: SPSS Version 22 Output, 2024 

Table 1 indicates the Pearson product-moment order correlation coefficient (r) between multifactor 

verification and confidentiality. It was observed that multifactor verification has very strong positive 

and statistically significant correlation with confidentiality (r = 0.922, p = 0.000 < 0.05). This 

suggests that deposit money banks in Rivers State can improve the information confidentiality if they 

implement multifactor verification. 

 

https://en.wikipedia.org/wiki/Information
https://en.wikipedia.org/wiki/Non-disclosure_agreement
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Table 2:  Correlations between Multifactor Verification and Reliability 

 

Multifactor  

Verification Reliability 

Multifactor  

Verification 

Pearson Correlation 1 .922** 

Sig. (2-tailed)  .000 

N 38 38 

Reliability   Pearson Correlation .922** 1 

Sig. (2-tailed) .000  

N 38 38 

**. Correlation is significant at the 0.05 level (2-tailed). 

 Source: SPSS Version 22 Output, 2024 

Table 2 indicates the Pearson product-moment order correlation coefficient (r) between multifactor 

verification and reliability. It was observed that multifactor verification has very strong positive and 

statistically significant correlation with confidentiality (r = 0.922, p = 0.000 < 0.05). This suggests 

that deposit money banks in Rivers State can improve the information reliability if they implement 

multifactor verification. 

Table 3:  Correlations between Firewall Implementation and Confidentiality 

 

Firewall 

Implementation Confidentiality    

Firewall 

Implementation 

Pearson Correlation 1 . 891** 

Sig. (2-tailed)  .000 

N 38 38 

Confidentiality    Pearson Correlation . 891** 1 

Sig. (2-tailed) .000  

N 38 38 

**. Correlation is significant at the 0.05 level (2-tailed). 

Source: SPSS Version 22 Output, 2024 

Table 3 indicates the empirical result of Pearson Product-Moment Order Correlation Coefficient (r) 

between firewall implementation and confidentiality. It was observed that firewall implementation has 

very strong positive and was statistically significant correlation with confidentiality (r = 0.891, p = 

0.000 < 0.05). This means that implementation of firewalls enhance information confidentiality of 

deposit money banks in Rivers State. 

Table 4: Indicates Correlations Analysis on Firewall Implementation and Reliability 

 

Firewall 

Implementation Reliability 

Firewall 

Implementation   

Pearson Correlation 1 .873** 

Sig. (2-tailed)  .000 

N 38 38 

Reliability Pearson Correlation .873** 1 

Sig. (2-tailed) .000  

N 38 38 

**. Correlation is significant at the 0.01 level (2-tailed). 

Source: SPSS Version 22 Output, 2024 

Table 4 indicates the Pearson Product-Moment Order Correlation Coefficient (r) between firewall 

implementation and reliability. It was observed that firewall implementation has very strong positive 

and statistically significant correlation with reliability (r = 0.837, p = 0.000 < 0.05). This indicates 

that improvement in implementation of firewalls by deposit money banks will result to increased 

information reliability. 
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DISCUSSION OF FINDINGS 

The findings revealed that there is a significant and positive relationship between cyber hygiene 

strategies and information management success. The study findings also revealed that there is a 

significant positive relationship between firewall Implementation and the measures of information 

management success of deposit money banks. This finding agrees with the assertions of Kaplesh and 

Goel (2019) firewalls generally are configured to secure against unauthenticated intuitive logins from 

third party. 

The study findings revealed that there is a significant positive relationship between authentication and 

the measures of information management success of deposit money banks. This finding agrees with 

the assertions of Dasgupta, Roy and Nag (2016) that what have been declared as password weakness, 

multi-factor authentication aiming at enhancing the security of different application and website has 

become more popular. 

CONCLUSION AND RECOMMENDATIONS 

Based on the data collected and analysis, the study concluded that there is a significant positive 

relationship between the study variables. Therefore, in managing information, cyber hygiene serves as 

the kingpin and should be paid considerable attention..  Hence; firewall implementation and 

multifactor verification positively and significantly relate with information management success 

expressed in terms of confidentiality and reliability. Therefore, cyber hygiene strategy is an invaluable 

tool to derive information management success. Based on this conclusion, the study made the 

following recommendations; 

i. Management of deposit money banks should encourage multifactor verification as it a critical 

tool for information management success which results in confidentiality and reliability of 

information.  

ii. Management of deposit money banks should strengthen firewall implementation as it have 

been found to address cyber threats and vulnerability which in turn enhances information 

management success expressed reliability and confidentiality of information. 
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